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At Clinical Cyber Defense Systems™ (CCDS) we have been keeping a close eye on the 
medical IoT space. As a team of physicians and security analysts we are in a unique position 
to judge cybersecurity events from practical patient safety and organizational disruption 
standpoints.  
 
Through our ability to translate technical vulnerability and threat intelligence data into 
contextually relevant and actionable ‘Clinical Business Risk ImpactÔ’ (CBRI) scores for 
healthcare settings we wanted to take a look at the recent concerns surrounding ‘The 
URGENT/11’ set of vulnerabilities that the FDA recently made an announcement about.  
 
Specifically, we wanted to explore whether the much publicized hype is reflective of the true 
risk that healthcare providers now face.

The URGENT/11 
Earlier this year in July the enterprise 
security firm Armis discovered the (now 
high profile) URGENT/11. This is a 
collection of 11 critical zero-day 
vulnerabilities which can be exploited 
remotely and are centred around a third-
party software stack known as IPnet. The 
IPnet TCP/IP stack is an internet protocol 
created over a decade ago and became 
an industry standard for connecting 
devices to networks and was sold to 
multiple operating system and device 
makers.   
 
At the time that The URGENT/11 was first 
discovered, it was initially associated with 
legacy versions of VxWorks, a real-time 
operating system (RTOS) used in over 2 
billion devices, developed by Wind River 
(who had previously acquired and 
absorbed Interpeak - the original company 
who had first created the IPnet TCP/IP 
stack). The VxWorks RTOS is used in 
always-on devices across a wide range of 
industrial, medical and enterprise network 
connected devices such as: 

- Medical Devices 
- Firewalls 
- Voice over IP (VoIP) Phones 
- Printers 
- SCADA Devices 
- Industrial Controllers 

 
Clinical Concerns Emerge 
After being contacted by a hospital that 
was using its security monitoring platform, 
Armis became aware of a infusion pump 
that did not use the VxWorks RTOS, yet 
still contained the same IPnet networking 
vulnerability. This resulted in the discovery 
that The URGENT/11 affected a much 
wider range of connected devices than 
first thought, with the affected IPnet 
TCP/IP stack having been used in at least 
6 other RTOS for always-on devices and 
network connected devices including: 
 

- Modems 
- Routers 
- Switches 
 

If exploited via an integrity attack 
(depending on the clinical context) the 
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most serious vulnerability that this infusion 
pump was affected by, could potentially 
result in some degree of clinical harm 
towards a patient through an unauthorized 
change to patient therapy. However, the 
complexity of the attack required to exploit 
this vulnerability was extremely high, with 
expert engineers (on the device and 
system architecture) not able to reproduce 
the theoretical attack.  
 
In the event of an availability attack, the unit 
was also designed to fail safely allowing 
infusions to continue should an error 
occur. However, if the keypad was locked 
following the attack, depending on the 
criticality of the patient and type of therapy 
infusion at the time, potential harm to the 
patient (via delay in start of therapy or 
interruption of therapy when power cycling 
the pump to clear the alarm) could result 
(though this was still a complex attack to 
carry out). 
 
Interestingly although integrity attacks are 
often highly complex to carry out (with a 
consensus that they are least likely to 
occur in the current healthcare 
environment) it is still important to draw 
attention to the consequences of these 
scenarios and learn from them, because 
as the digital health landscape expands 
and more information regarding the 
underlying IT infrastructure becomes 
available to potential attackers, the 
complexity and severity of attacks will only 
increase, and with it the risk to patient 
safety and resulting organizational chaos 
will escalate dramatically.  
 
Clinical Scale Increases 
After the discovery of this affected infusion 
pump (and given the expanded scope of 
possible devices affected) the number of 
vulnerable medical devices involved and 
the impact on the healthcare sector 
became an increasing concern. Other 

medical devices containing the IPnet 
TCP/IP stack include: 
 

- Patient monitors  
- Anaesthesia Machines  
- Neonatal Incuwarmers  
- Radiotherapy Systems  
- Imaging Systems  
- Surgical Generators  
- Flow Cytometry Systems  
 

It is important to note that despite running 
affected RTOS, some of these affected 
medical devices were not designed to be 
network connected and in these cases 
the vulnerabilities are considered to not be 
exploitable (I.e. surgical generators, flow 
cytometry systems and some models of 
imaging systems) with some devices at 
the end of life. Patches are available for 
affected devices, with guidance available 
from vendors on how to mitigate risks until 
patches can be installed.  
 
As CCDS specialises in translating 
technical vulnerability and threat 
intelligence data into clinical and 
organizational impacts in healthcare 
settings, we thought it pertinent to explore 
some of the possible outcomes that could 
occur following the compromise of some 
of these other unpatched vulnerable 
medical devices in the healthcare setting. 
 
1. Patient Monitors 
Armis has demonstrated that patient 
monitors running on an affected version of 
VxWorks can be compromised in a 
number of ways through a variety of 
confidentiality, integrity and availability 
based attacks, which include: 
 

- Screen locking 
- Capturing patient data 
- Clinical data manipulation 
- Triggering alarms/notifications 
 



 
 

Ó Clinical Cyber Defense Systems Inc. 2019. All Rights Reserved. 

The manufacturer of these monitors add 
that other attacks (in order of most likely 
to less likely) include: 
 

- Single Monitor reset (duration of 
30 seconds) 
-Cascade of multiple monitor 
resets (DOS attack resulting in 
termination of patient monitoring 
capabilities) 

 
These monitors are described as high 
acuity modular monitors suited for adult, 
pediatric and neonatal care, as well as the 
perioperative environment. The vendor 
has also provided guidance on assessing 
the risks associated with the 
vulnerabilities, and what can be done until 
a patch (which is available) is installed on 
the systems. The manufacturer also 
advises that integrity-based attacks (such 
as manipulating the displayed information 
on the monitor to not be accurate to the 
patient) are very complex to implement 
despite potentially creating the highest 
operational risk.  
 
However, since it is our view that these 
types of attacks will only become more 
prevalent as healthcare continues to 
ddigitize, we thought it useful to still look at 
the potential Clinical Business Risk 
ImpactsÔ, in order to illustrate the risks 
that healthcare organizations will be faced 
with in the future. 
 
Charting Clinical & Organizational Harm 
Hypothetically, in clinical settings where 
close monitoring of high dependency 
patients is required, a high degree of 
patient harm could result from an integrity 
attack where a monitor is manipulated to 
display normal vital signs, when the patient 
is in fact acutely unwell (particularly when 
approaching a peri-arrest state or during 
the early stages of sepsis).  
 

This would result in healthcare staff not 
being alerted to the fact that the patient 
requires acute (even life-saving) 
intervention, and could result in severe 
harm to the patient (including death). In 
clinical settings where there are multiple 
patients requiring critical care and 
intensive monitoring (such as intensive 
care units) this could result in significant 
morbidity, if not mortality, should this type 
of attack occur at scale across the 
department. 
 
In another type of integrity attack, a high 
degree of organizational chaos could 
result from an attacker triggering 
numerous alarms/notifications repeatedly 
across the department(s). Clinical staff 
would find it challenging to prioritize which 
alarms/notifications were urgent (and 
genuine) to attend to. This may result in 
healthcare staff repeating clinical 
examinations to re-evaluate the status of 
patients and even switching to assessing 
vital signs manually, which would 
significantly hamper workflows and 
productivity. This would affect the flow of 
patients through the hospital, affecting 
discharge times and transfers to and from 
other departments. 
 
However, as mentioned above, due to the 
complexity required for such integrity 
related attacks, the most likely scenarios 
to occur in such settings would involve 
DOS type attacks, due to the lower 
complexity required in launching such 
availability attacks.  
 
Although a single monitor reset could be 
the most likely attack to occur, the Clinical 
Business Risk ImpactÔ of this would be of 
a minor inconvenience. However, a 
cascade of multiple monitor resets  
resulting in a loss of patient monitoring 
would still contribute to a degree of clinical 
harm for high risk patients that require 
continuous observations, as any 



 
 

Ó Clinical Cyber Defense Systems Inc. 2019. All Rights Reserved. 

deterioration in their condition (and 
resulting actions plans) could be missed 
(or delayed) whilst monitors are non-
operational. At scale, this could lead to 
poorer health outcomes for patients 
across high dependency environments. It 
is important to rrecognize that there is also 
likely to be a notable degree of 
organizational disruption, as workflows 
would be interrupted and productivity 
reduced with more time spent to attend to 
patients of affected monitors to reassess 
their condition, swap/reconnect/search 
for replacement monitors or even revert to 
manual measurements (if access to 
replacement monitors was limited).    
 
2. Anaesthesia Machines 
One of the medical devices running 
vulnerable versions of the VxWorks 
operating system has been identified as 
an anaesthesia machine. Its capabilities 
are described as helping clinicians 
achieve high-quality ventilation for 
individualized ventilation strategies, whilst 
facilitating and supporting the patient's 
spontaneous breathing. The device can 
be permanently connected to a network to 
offer system functionality like time 
synchronization, data export and remote 
alarm silencing, as well as for service 
purposes like installing new device 
software. 
 
Charting Clinical & Organizational Harm 
On learning that an anaesthesia machine 
may be vulnerable to exploitation via 
remote code execution, it is 
understandable that there would be 
considerable concern regarding the 
potential clinical harm that could occur to 
a patient connected to such a machine in 
the midst of surgery. However, the vendor 
has stated that it is unlikely that an 
exploitation of the associated 
vulnerabilities would lead to patient harm, 
during an availability attack, as the 
anaesthesia device is permanently 

attended by a physician (with the most 
likely result of a successful exploitation 
being loss of network functionality or 
potentially a device reboot).  
 
The physician would be able to implement 
back up and contingency measures, 
including using a portable ventilator, 
switching to the use of manual measuring 
aids, and could even switch to another 
(not compromised) working anaesthesia 
machine in the department in a relatively 
straightforward manner, which would also 
result in the minimisation of any 
organizational impacts. It is critical to 
remember that although clinicians are 
increasingly dependent on digital tools, 
they are not entirely dependent, and 
should have the ability to mitigate clinical 
risks in these circumstances in all but the 
most acute and under-resourced 
contexts. 
 
As mentioned above, integrity attacks 
(where information not accurate to the 
patient is being displayed) generally carry 
a higher risk of harm to the patient as they 
may contribute to clinical decisions being 
made (unknowingly) based on inaccurate 
data. In this scenario, not only are these 
attacks more complex to carry out, but 
attending physicians would still be able to 
adjust their management based on clinical 
response of the patient, again with minimal 
impact to organizational workflows. This is 
consistent with previous clinical feedback 
in response to the discovery that another 
anaesthetic machine manufactured by a 
different vendor was found to be 
susceptible to compromise via a remote 
code execution vulnerability earlier this 
year. 
 
Interestingly, this does highlight that the 
Clinical Business Risk ImpactsÔ can vary 
considerably between different types of 
medical devices and depend on the 
clinical context (i.e. the type of clinical 
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setting, severity of condition, management 
plan etc.)   
 
Assessing ‘Clinical Business 
Risk ImpactÔ’  
The concerns over healthcare devices 
being compromised (following the 
discovery of The URGENT/11) are 
understandable. However, when looking 
at the potential direct clinical and 
organizational harm that could occur 
across the range of medical devices 
affected in the current environment, it 
appears that the impact may not be as 
imminently scalable when compared to 
what was first suspected. The main 
reasons for this are because:  
 
A significant proportion of these medical 
devices are not actually network 
connected. Many of these medical 
devices affected are running legacy 
systems (dated from 2003 - 2006) and 
were not designed to be network 
connected in the first place, and were not 
developed with the same pressures for 
enhanced connectivity and interoperability 
that is expected within healthcare as it is 
today. 
 
For the devices that are network 
connected, although integrity and 
availability related attacks at scale could 
have a profound impact on healthcare 
outcomes, it is more likely that successful 
attacks would be limited to targeted 
availability attacks on single machines 
(though this could extend to involve a 
cascade of repeated availability attacks on 
a single, targeted machine) 
 
The likely clinical and organizational 
impacts from these affected devices, are 
likely to be minimized due to the nature of 
attacks being limited to more isolated 
cases rather than at scale. In addition, 
supervisory clinicians are trained to 

manage and mitigate clinical risks that may 
arise in cases of medical device failure 
(particularly in the cases with the devices 
known to be affected). 
 
It is important though to rrecognize that 
this does not mean that healthcare 
organizations should not address risks 
associated with these medical devices. 
Although it could be argued that the 
primary motives of attacking medical 
devices are based on creating a sense of 
urgency around an imminent threat, one 
should not overlook the fact that attackers 
are still developing an understand of the 
evolving healthcare landscape. 
Accordingly, attackers will increasingly 
conduct significant research to identify 
suites of vulnerabilities that exist across a 
health system’s digital estate in order to 
launch co-ordinated attacks that create 
maximum urgency based on clinical risk 
and workflow disruption. Medical device 
compromise will form a part of this 
strategy. 
 
In fact, we at CCDS believe that the more 
concerning imminent threat is related to 
the large number of other non-medical 
devices also affected by URGENT/11 
such as firewalls, modems, routers and 
printers that are also likely to be used in 
healthcare settings. With attackers looking 
for the easiest point of entry to access the 
wider network, these other non-medical 
connected devices provide a substantial 
opportunity for attackers to access health 
system networks and spread to mission 
critical endpoints, compromising mission 
critical systems such as Electronic Health 
Records (EHRs), Pathology (LIS) 
platforms, and Radiology (PACS/RIS) 
systems, causing actual imminent and at 
scale threats to patient safety if 
compromise 
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Our Recommendations 
As of late, there have been no reported cases of these affected devices being exploited in 
the wild, and we should consider this an extremely fortunate situation. It is vital to learn from 
this and implement measures to help safeguard healthcare organizations and support them 
to avoid facing such potentially worrying clinical scenarios.  
 
As the healthcare industry continues to digitize, as devices get smarter, and as healthcare 
becomes more dependent on systems that provide a high degree of connectivity and 
interoperability, the potential clinical and organizational consequences associated with the 
compromise of hospital endpoints will only become more sophisticated, scalable and 
harmful in the future. As more information becomes available to potential attackers, the 
complexity of attacks on healthcare environments will only increase. Due to the nature of the 
information involved in healthcare, the consequences of these attacks will have devastating 
consequences towards patient safety and organizational wellbeing. It is vital that we assess 
these threats not on technical severity alone, but in how they contribute to Clinical Business 
Risk ImpactsÔ. 
 
Translating Technical Risk: A Clinical Solution 
Determining meaningful clinical and business risks that a healthcare provider will face is a 
complex process so it is essential that quality, granular technical security data  can be 
translated into these actionable metrics. Many Managed Security Service Providers (MSSPs) 
and security product vendors today provide security assessment services and solutions that 
can inventory all the IT, IoT and IoMT endpoints in a network. They can also discover 
vulnerabilities and monitor real-time behavior yielding the insights necessary to understand 
endpoint risk at least technically.  
 
However, to derive maximum meaningful and actionable insights that are optimized for 
healthcare all this data can be ingested by the CCDS DYNAMIKANALYTIXÔ platform. 
This platform contextually analyzes, ranks and visualizes each endpoint based on the risks 
they present to a health system clinically, organizationally, financially and in terms of 
regulatory compliance. These Clinical Business Risk ImpactsÔ can be scaled to provide a 
total health system risk profile and the insights can ultimately guide any remediation 
strategies whether they are subsequently managed through automated solutions or MSSP 
based consulting services. 
 
By combining these approaches, hospital executives from the CIO and CISO to the CMIO 
and CFO can access cybersecurity intelligence in their language through only a quick glance 
at an analytics dashboard that’s been built and optimized for healthcare. Hospital leaders 
can finally take strategic decisions actions based on the metrics that matter – patient safety 
and business resiliency. 
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About Clinical Cyber Defense SystemsÔ (CCDS) 
Clinical Cyber Defense SystemsÔ (CCDS) is a physician led, US healthcare cyberdefense 
systems manufacturer and security analytics provider based in Boston, Massachusetts.  
 
For further details about CCDS and to learn more about the 
DYNAMIKANALYTIXÔ platform please visit and contact: 
 
Website:  http://www.clinicalcyberdefense.com/ 
E-mail:  contact@clinicalcyberdefense.com 
Twitter:  @CyberClinical 
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